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***
BEGIN CHANGES
***

5.3
Profiling of IPsec

5.3.0
General

This section gives an overview of the features of IPsec that are used by NDS/IP. The overview given here defines a minimum set of features that must be supported. In particular, this minimum set of features is required for interworking purposes and constitutes a well-defined set of simplifications.

The accumulated effect of the simplifications is quite significant in terms of reduced complexity. This is achieved without sacrificing security in any way. It shall be noted explicitly that the simplifications are specified for NDS/IP and that they may not necessarily be valid for other network constellations and usages.

Within their own network, operators are free to use IPsec features not described in this section although there should be no security or functional reason to do so.

NOTE:
Clause 5.3 contains the general 3GPP IPsec ESP profile. Other 3GPP specifications (e.g. TS 33.203 [10], etc.) may point to clause 5.3. Thus parts of clause 5.3 may also apply to devices and network nodes as specified in other specifications. New specifications using ESP should refer to this profile with as few exceptions as possible.

5.3.1
Support of ESP

When NDS/IP is applied, the ESP security protocol shall be used. IPsec ESP shall be supported according to RFC-4303 [31]. Extended sequence number shall be supported. For compatibility with earlier 3GPP releases, it shall be possible to communicate with nodes supporting only RFC-2406 [17].

NOTE: Annex E describes the main differences between RFC-4303 [31] and RFC-2406 [17] and the features which require RFC-4303 [31] implementation.

5.3.2
Support of tunnel mode

Since security gateways are an integral part of the NDS/IP architecture, tunnel mode shall be supported. For NDS/IP inter-domain communication, security gateways shall be used and consequently only tunnel mode (RFC-4301 [35]]) is applicable for this case.

5.3.3
Support of ESP encryption transforms

The implementation conformance requirements for ESP encryption transforms (including authenticated encryption transforms) in RFC 8221 [69] shall be followed.

Only the ESP encryption algorithms (including authenticated encryption algorithms) mentioned in RFC 8221 [70] shall be used. Algorithms marked with "MUST" shall be supported. 
5.3.4
Support of ESP authentication transforms

The implementation conformance requirements for ESP authentication transforms in RFC 8221 [70] shall be followed. 

Only the ESP authentication algorithms mentioned in RFC 8221 [70] shall be used. Algorithms marked with "MUST" shall be supported. AES-GMAC with AES-128 shall be supported.
ESP shall always be used to provide integrity, data origin authentication, and anti-replay services, thus the NULL authentication algorithm is explicitly not allowed for use, unless an authenticated encryption algorithm is used. 

5.3.5
Requirements on the construction of the IV

The following strengthening of the requirements on how to construct the IV shall take precedence over the description given in RFC‑2451 [24] section 3 and all other descriptions that allow for predictable IVs.

-
For CBC mode: the IV field shall be the same size as the block size of the cipher algorithm being used. The IV shall be chosen at random, and shall be unpredictable to any party other than the originator. 
-
For CTR, GCM, CCM, and GMAC mode: the IV field shall be 8 octets. The IV must be generated in a manner that ensures uniqueness. The same IV and key combination shall not be used more than once.
-
It is explicitly not allowed to construct the IV from the encrypted data of the preceding encryption process.

The common practice of constructing the IV from the encrypted data of the preceding encryption process means that the IV is disclosed before it is used. A predictable IV exposes IPsec to certain attacks irrespective of the strength of the underlying cipher algorithm. The second bullet point forbids this practice in the context of NDS/IP.

These requirements imply that the network elements must have a capability to generate random data. RFC 4086 [69] gives guidelines for hardware and software pseudorandom number generators.

***
END OF CHANGES
***

